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Introduction

Medical Office Online is the first service in the history of medical care that allows a medical provider to allow the patient and now,
with the patients’ permission other physicians caring for the patient or other entities such as the patients’ family, insurance
company or attorney, access to the patients’ medical record.

This ‘bipermission’ sharing of patients’ medical records requires permission by two authorities, first, the Medical Office Online
Provider and second by the patient.

It is Dr. Costello’s opinion that over time ‘bipermission’ medical record access will ‘save’ more lives than any individual medical or
surgical therapy ever used to treat patients.

Further, it is his opinion that for the first time, real-time sharing of patients’ medical records will reduce the shared cost of medical
care by a minimum of 30%. Individual medical cost is the insured paying medical bills, such as co pays and deductibles. Shared
medical cost is the insurance carrier, public or private paying the medical bills. Further, he feels the financial savings will be more
significant than e-prescribing and the use of non-accessible EMRs combined.

bi-1 a combining form meaning “twice,” “two,” used in the formation of compound words: bifacial; bifarious.

[Origin: < L, comb. form of bis, see TwICE]

permission -noun
1. authorization granted to do something; formal consent: to ask permission to leave the room.

[Origin: 1400-50; late ME < L permission- (s. of permissio) a yielding, giving leave, equiv. to permiss(us) (ptp. of permittere to PERMIT) + —-ion- —I0N]
The Process

For a patient of a Medical Office Online Providers’ office wanting to get to their own medical record at the Medical Office Online
Providers” office the process is very easy and straight forward and involves one step..

The process to allow an external group to see patient records at a Medical Office Online providers” practice requires bipermission
access and takes three steps:

Part 1. The External Group signs into Medical Office Online, creating a unique External Group Identification number and unique
username and password per user.

Part 2. The Medical Office Online Provider gives access permission in their database to that External Group.

Part 3. The Patient while in the office signs a permit giving permission to the External Group to see their record.

This whole process is about communication between the participants.

This is Part 3
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How a Patient with medical records in a Medical Office Online Providers database and office staff give permission to an

External group to view their records

For an External group to access a Medical Office Online Providers patient record, the patient is must to give permission. Please

follow the following steps to complete the permission.
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Step 1: The Medical Office Online Provider should log into their Medical Office online database select the patient who needs to

grant access.

& https://pro6.moo-secure.com/000001/M00-000001a.nsf/HomeForm?0OpenForm - Windows Internet Explorer

@ + & https: /fpros.moc-secure. com 00000 1MOD-00000 12, nsfHomer arm?OpenFarm v &

File  Edit

W

Favorites  Tools  Help

¥ https:/fpro6.moo-secure. ... X ‘#Swgned Patient Permits I |

Sp

John B. Costello, M.D.

Search (Lest Hamerse) pal, s

Payable

=3 Patient: Pal, Steve--PAD0002837--123-12-1234--01/01/53--R

Practice Management

Configuration

Patient Functions

What's New? Updated 07/16/2007

Patient Setu| Patient Entri Clinical Entries Tests / Orders Account Balance

Permits Clinical Summary E OB Labs-New / Past Patient Bal. $0.00
Insurance E Referrals Visit-Today / Past / Create-D / Create-P X Rays-MNew / Past Insurance Bal: $0.00
Additional Infg E° & -New / Past Superbill-Today / Past / Create Special Tests-New [ Past Statement Ledger
Images E cheduling Reminders Memo-New / Past Misc Order-New / Past  Visit Reports
Attachments E Enter Pt Remittance Med List-Current / Past Manual Test Entry For Patient-Today's / Past
System E New Misc_Invoice Refill-New [ Past Past Screening Tests Visit Receipt-Today's / Past
Printable Version All Patient’s Entries Immunizations-History / Needed { All  Tests being Processed  For Office-Today's / Past
Patient Comm. Staff Mote-New / Past Outside Report-MNew / Past Patient Access For Ext Party-Today's / Past

Msgs-Open / Closed Medical Record Printing Transcription being Processed
Letters-MNew / Past

| Costello, John B v | |Town and country M | Front Office Functions Refresh Counts (Last at 10:28 AM)

For Ext Party(follow up)-Today's / Past

Deposit Slips
Providers | Resources

Consalidated Calendar

Reports, etc. Qutgoing Stack Pending Stack Incoming Stack Staff Review/Action Stack

Day Sheet (0)Labs (53) Labs (1)HLY Test Results (1)Labs (0)Memo/Phone
Daily Work Schedule (0)-rays (36) X-rays (0)Batient Msgs [2)ferays (0)Refills

Patient Info Verification (0)Special Tests (14) Special Tests (1)Special Tests (0)Sched Reminders
Enter Misc R, e (0)Misc Orders (120)Misc Qrders {0)Misc Orders

New Misc_Invoice (0)Dictation/Transcription (0) Dictation/Transcription (0)Dictation/Transcription

In-Patient Hospital Census (0) Patient Msgs (1)0S Reports

ledical Office Online

Step 2: Click on the Permit link under Patient Entries on the Clinical tab.
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Step 3: Click the New Entry action button.
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Step 4: Select the correct permit, Outside Entity Authorization (Practice Name).
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Steve Pal

Step 5: Sign the permit and then Save and Close.
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The patient has now given an External Group access to their record.
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How a Patient with medical records in a Medical Office Online Providers database removes permission from an External group

to view their records
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Step 6: Whether in or out of the office, the patient can communicate to the Medical Office Online Provider that a particular
External group no longer can have access to their record. The Medical Office Online Provider should log into their Medical
Office Online database and select the patient who wants to remove access. They should document the request in a

Memo.

= hitps://pro6.moo-secure-com/000001/MO0-000001a. nsf/HomeForm?OpenForm - Windows Internet Explorer

@ ~ [ https:foros.moo-secure com/000001/MOG-D0000 12 risFHomeFarm GpenForm [ IE2E

File Edit View Favorites Tools Help

U e [28]- @ntpsifrosmossecre... X |} soned patientpemits il -0 ®-E3e 3
3 Wednesday - 08/29/2007

Oy Ty John B. Costello, M.D. nesoy Wi

Search (Last Hame/SSHN) |pa|, s Patient: ‘ Pal, Steve--PA00002837--123-12-1234--01/01/53--R

Pal, Steve -- Acct

Clinical

Patient Schedul: Event Schedul Payable J Practice Management | Configuration

What's New? Updated 07/16/2007

Patient Functions

Create New Patient

Patient Setup Patient Entries Clinical Entries Tests [ Orders Account Balance
Demographics E =~ Permits Clinical Summary E 0B Labs-New / Past Patient Bal- $0.00

Insurance E Referrals Visit-Today / Past / Create-D / Create-P X Rays-Mew / Past Insurance Bal. $0.00

Misc Chart Entry-New / Past Superbill-Today / Past / Create Special Tests-MNew / Past Statement Ledger
Images E Scheduling Reminders Memo-Mew / Past Misc Order-MNew / Past  Visit Reports

Attachments nter Pt Remittance C Manual Test Entry For Patient-Today's / Past
ew Nisc. Invoice Past Screening Tests Visit Receipt-Today's / Past
Il Patient's Entries Immunizations-History / Needed / All ~ Tests being Processed For Office-Today's / Past
taff Note-MNew / Past Outside Report-MNew / Past Patient Access For Ext Party-Today's / Past

Btd NMedical Record Printing Transcription being Processed For Ext Party(follow up)-Teday's / Past

| Costello, John B v| |Town and Country M ~| Front Office Functions Refresh Counts (Last at 10:28 AM)

Reports, etc. Outgoing Stack Pending Stack Incoming Stack Staff Review/Action Stack

Day Sheet (0)Labs (53) Labs (1)HLT Test Results (1)Labs (0)Memo/Phone
Daily Work Schedule (0)Xrays (36) X-rays (0)Patient Msgs (2)¥rays (0)Refills

Patient Info Verification (0)Special Tests (14) Special Tests (1)Special Tests (0)Sched Reminders
Enter Misc R, e (0)Misc Orders (120)Misc Orders {0)Misc Orders

New Misc_Invoice (0)Dictation/Transcription  (0) Dictation/Transcription (0)Dictation/Transcription

In-Patient Hospital Census (0) Patient Msgs (1)0S Reports

Deposit Slips

Providers | Resources

Consalidated Calendar

ledical Office Online

Step 7: Click on System link under Patient Setup on the Clinical tab.
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The External Group will no longer be able to view this patient’s record.
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