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Introduction

Medical Office Online is the first service in the history of medical care that allows a medical provider to allow the patient
and now, with the patients’ permission other physicians caring for the patient or other entities such as the patients’
family, insurance company or attorney, access to the patients’ medical record.

This ‘bipermission’ sharing of patients’ medical records requires permission by two authorities, first, the Medical Office
Online Provider and second by the patient.

It is Dr. Costello’s opinion that over time ‘bipermission’ medical record access will ‘save’ more lives than any individual
medical or surgical therapy ever used to treat patients.

Further, it is his opinion that for the first time, real, real-time sharing of patients’ medical records will reduce the shared
cost of medical care by a minimum of 30%. Individual medical cost is the insured paying medical bills, such as co pays
and deductibles. Shared medical cost is the insurance carrier, public or private paying the medical bills. Further, he feels
the financial savings will be more significant than e-prescribing and the use of non-accessible EMRs combined.

bi-1 a combining form meaning “twice,” “two,” used in the formation of compound words: bifacial; bifarious.
[Origin: < L, comb. form of bis, see TwICE]

permission -noun
1. authorization granted to do something; formal consent: to ask permission to leave the room.

[Origin: 1400-50; late ME < L permission- (s. of permissio) a yielding, giving leave, equiv. to permiss(us) (ptp. of permittere to PERMIT) + —-ion- —I0N]
The Process

For a patient of a Medical Office Online Providers’ office wanting to get to their own medical record at the Medical
Office Online Providers” office the process is very easy and straight forward and involves one step..

The process to allow an external group to see patient records at a Medical Office Online providers” practice requires
bipermission access and takes three steps:

Part 1. The External Group signs into Medical Office Online, creating a unique External Group Identification number and
unique username and password per user.

Part 2. The Medical Office Online Provider gives access permission in their database to that External Group.

Part 3. The Patient while in the office signs a permit giving permission to the External Group to see their record.

This whole process is about communication between the participants.

Person Wanting to do this Action Follow Steps On Pages
Patient Create UN & PW 1-5 3-6
Update their MOO Info 7-9 6-8
Create Access to their own record 10-11 9-10
Administrator of Create UN & PW 1-5 3-6
External Group Update their MOO Info 7-9 6-8
Create External Group Identification 12-14 11-12
number
Approve group member access 18-22 15-17
Create or demote another Administrator 23-28 18-20
Remove member access 29-33 21-23
Group Member Create UN & PW 1-5 3-6
Update their MOO Info 7-9 6-8
Join group 15-17 13-14
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How a Patient or an External Group member creates a Unique Universal Username and Password in the Medical

Office Online Universe

at integrates electronic medical records, medical billi

@ y - ﬂ‘hm::ﬁ".v\".i\"ﬂ\'.medicaluf‘ﬁceunline.cumf

File Edit Wiew Favorites Tools Help

o ﬂ Web based online application that integrates electroni...

S¥ Medical Office Online

System Info | Service & Support |

Partners |

Company Inf ;| Sign In

Medical Office Online

Medical Office Online offers the
paperless medical office. Easy to set up,
easy to learn, Medical Office Online is a
HIPAA compliant, web/browser based
application that integrates medical
scheduling software, electronic medical
records (EMR) and medical billing software.
We call it Total Practice Management™.
The Medical Office Online application and
hosting service is available via the Internet
for only §275 per Provider per month.
New Practice Pricing Available

A Proven Solution

"This program gives me the flexibility
to work when I want, and play when I
want. The online ability is great. T
love this program!™

-E.T. Marshall, M.D.

Read More Tectimonialz

System Test Drive

The Medical Office Cnline Test Drive allows
you to try out the system before you sign
up.
4 Test Drive The System
The Medical Office Online Test
Drive allows you to try out the
system before vou sign up.

Features

Medical Office Online is the most complete
Web based =ystem available.

Screenshots of Our All-In-One Service:
* Electronic Medical Records

Medical Scheduling

Prescribing

Images/Attachments

Reporting Functions

Form Letters

Charge Capture

Medical Billing
Flectronic Claims Filinn

indows Internet Explorer

vl ||| %

Site Map | Contact | Request Info

STS¢DRIVE

the system nowl!

Web Based
Practice Management
&
Electronic Medical
Records

Medical
records online

489,908

Medical Office Online
Web Based EMR/AR/Scheduler

Only

/' 3 provider/month

New Practice Pricing Available

Subscribe Now

Call us at:

866-995-0889
or
314-995-0889

to schedule a visit to a real Medical Office
Online practice via a Web Conference

Benefits

The Medical Office Online Advantage
* Web based

(J@-ﬂ*.r‘: 9:51 AM

= https://prol.meo-secure.com/ - Windows Internet Explorer

(]2

File Edit View

+ | https: fjpro1.moo-secure..com/

Favorites  Tools  Help

¥ 4 | g htips:/foro1.moo-secure. com/

Medical Office Online

Please identify yourself: X '
Usee v ||

Password:

Register

= https:jproL.m:

Step 2: At the Sign In page click on the Register link.
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+ | https://hub1.moo-secure. com/MOOGateway.nsf/Regstration-+Options?OperForm v G| 4% | Plr

File Edit View Favorites Tools Help

W & iReg\swahan_OpE ‘ i -8 8-B003

Registration Options

WQffice Online

Test Drive Registration Click this link if you would like to Test Drive the Medical Office Online software.

Patient Registration Click this link if you are a patient looking to access your medical records.
Investor/Corporate Registration Click this link for investar or management access to Medical Office Online

Medical Practice Reqistration Click this link if you are a health care provider obtaining access to a patient’s record in a

Medical Office Online providers EMR.

Hospital / Emergency Care R

Click this link if you are a hhospital or emergency care semvice obtaining access to a
patient's record in a Medical Office Online provider's EMR.

Legal Practice Registration Click this link if you are a lawyer or attorney obtaining access to a patient’s record in a
Medical Office Online providers EMR

Insurance Company Registration Click this link if you are a life,health, or malpractice insurance company obtaining
access to a patient's record in a Medical Office Online praviders EMR
Government Office Registration Click this link if you are a federal, state, or local regulatory body obtaining access to a
patient's record in a Medical Office Online provider's EMR.

z
iy Start @ /@ | T oocument: -Maosof... {2 Registration Options .. CERERE a5
v

Step 3: From the Registration Options, click on the Appropriate Registration link.

ﬂ; Patient Access Registration - Windows Internet Explorer g@@
@. 62 ‘ https://hub2 moo-secure, com/Registration.nsf/Access+Registration?CpenForm | % 3 K [ | pl-

File Edit View Favorites Tools Help

w iPaher\tA:c&ssReg\shaﬁnr\ | i -5 & -5 @3

Medic

Back Home NOTICE: ~ MEDICAL OFFICE ONLINE 1S A MONITORED PRIVATE SYSTEM.
MISREPRESENTATION WILL BE PROSECUTED.

You will now need to choose a user name and password. Your username and password is all that you will need to
access your records in the future. Please choose a password that is easy for you to remember but would be dificult
for someone else to guess. If you may have trouble remembering your user name and/or password, please write it
down and store it in a safe place.

Required fields in red

User Information

User Name:
(Use & minimum of @ characters)

[

Password: | |
[
[

(Use & minimum of & characters)

Confirm Password-

Email Address:

Terms and Conditions

View agreement

Step 4: On the User name and password registration page fill in the required information. The red boxes are required.
Be sure to record your username and password and keep it in a safe place. When completed, click Submit.
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(2 Registering.... - Windows Internet Explorer

@@ ~ | https:{fhub1.moo-secure.com/Registration. nsf/RegProcessing?OpenForm

Fle Edit View Favorites Tools Help

w & iReg\sbermg: “_\

Please wait, your user name registration is being
processed.

@

Note:
Medical Office Online enly supports Microsoft Internet Explorer 6.0 and

higher_ Netscape, AOL, Mozilla, Firefox and all other browsers are not yet
supported

gstat € £ @

> [ 2 Document1 - Microsof...

/= Registering... -Wind... | Tl Discussion with Dr.co...

4)& ANET ww0am

Then you wait...

Ve Registration Complete - Windows Internet Explorer

[BEIE]
@~ J + @ https:/fhub1.moo-secure. com/Registration.nsf/RegApproved?OpenFarm |

Fle Edit View Favorites Tools

Help
w P iREgisﬁahunCump\Et& | |

¥ Medical Office Online

Thank You, your user name registration has been
accepted.

Please click the link below to continue the registration
process.

To access the Medical Office Online Patient Access System you will need
the Microsoft Internet Explorer 6.0 or higher:

Get the latest version of Microsoft Intemet Explorer:
(o T2

To access the system, click the below link and enter your username and
password.

f—— falo immediately access the system try waiting for 2-5 minutes
before trying agair®

Continue...

igstart € 2@

* | T Doaument1-Migosof... /= ation Complet. .

RNEL %8N

Step 5: When the server has created your user name and password, this screen will be displayed. Click on the Continue
action button. You will return back to the Sign In screen.

Confidential-Medical Office Online, Inc. Page 5 of 25 9/21/2007 10:22 AM



& https://hub1.moo-secure.com/moo/intranet.nsf/HomeForm?OpenForm&Seq=3 - Windows Internet Explorer

@ https: f/hub.moo-secure.co fomeForm?OpenFormaseg=. M B[ X R

File Edit View Favorites Tools Help

G| (i https:fhub.moo-secure. nsfiHom. .. B-0 &-E&

% Medical Office Online

Please identify yourself:

User name: | Testtestd

Password: wesssesss

.,' stat € /@ [P wycomutr .r.'TRAVE.{RIVE(F:) [ 88 what the External ... | £2 https:{hubL.moo-se... ye AEE 503

Step 6: Please Sign In with your new unique username and password.

(.‘ Medical Office Online Profile Update - Windows Internet Explorer E@
@ ) v | httos: b moo-seaure, com)UserProfies nsf Firstaccess/ fitDoc. =1 S o~

Fie Edit View Favorites Tools Help

W% 4t | Medical Office Oniine Profile Undate BB &

Back Logout
Testtest8firstname Pal
NOTIC MldQUITORED PRIVATE SYSTEM.

PRU%S
[ Group Access More Info Update
The required information 15 being collected to verify your identity and allow you access to
confidential information. Please fill the information out accurately and completely.
Middle Initial
Suffix v
Date of Birth
Address:
City:
State/Zip 3 il

listat & £ @ 7|/ npsiprosm.. | ¥ My Computer [ RAEDRIVE(.. | T WhattheExter.. /7 Medcal Offce . A‘JQ NEL 230pM

Step 7: Everyone whether a patient or group member, please read the More Info link located next to the Group Access
check box.
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(= Medical Office Online Profile Update - Windows Internet Explorer

@( J ~ |@ https:/hub2.moo-secure. com/UserProfiles.nsfFirstAccess TesttestaEditDocumentaSeq =1 RN £l

Fle Edit View Favorites Tools Help

¥ & | medical Office Onine Profie Update ‘ | B-0 ®-E-00 3

¥ Medical Office Online

Back Logout - Group Access X

Group Access

NOTICE: MEDICA|

MISREP
Do not check this box if you are a patient requesting only access to your
Groy medical records. Leave this box unchecked. e |

fequires | Check this box if you are a patient wanting to give access to family or
The requ guardians, a provider or a member of a practice, insurance company., law
confiden| firm or other entity desiring outside group access to patient records of a

V4 start €& /@ 7|/ ntpsiffprosm.. | ¥ MyComputer "= RAVEIDRIVE(.. | T WhattheExter.. /7 Medical Office ... &) REL 23

provider using Medical Office Online -
First Nai

Last Nai

Middle I

Sufix &

Address: [

City: | |

State/Zip: | i L |

This information will educate you as to whether or not you want to create a solo patient access versus a group access

that you can administer.
Step 8: Please check or uncheck the Group Practice box appropriately.
Patients only wanting access for themselves, leave the box unchecked.

If you are a patient wanting to create access for family or guardians, if you are starting an external group or if you are

joining an existing group, the box should be checked).

{= Medical Office Online Profile Update - Windows Internet Explorer

@, 5 v | https://hub2.moa-secure, com/UserProfies.nsf[Firstaccess 1 v 8|4 x] | Ri-

File Edit View Favorites Tools Help

e | @ vedcal Offce Onine Profie Update \ | fi-8 &-E-80-3

%{- Medical Office Online

Testtest8firstname Pal

NOTICE: MEDICAL OFFICE ONLINE 1S A MONITORED PRIVATE SYSTEM.
MISREPRESENTATION WILL BE PROSECUTED.

Group Access More Info m
Required Fislds in r=d

The required infarmation is being collected to verify your identity and allow you access to
confidential inft Please fill the inft ion out ly and completely.

First Name: Testtestsfirstname

Middle Inital [

Sufix |~

Date of Birth: 01/01/1950
Address:

City:

State/Zip: 10 L ]

!

iystart € @ 7|/ htwsprosm. | ¥ My Computer [ = maveORDE (... | w5 Medical Office ... )& NEE 2a2m
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= Medical Office Onl rofile Update - Windows Internet Explorer

G - @ rteninubz mos seaure conpUsatrofis nsFrsticess i 1 I8 %[ %] [cocae 2]
File Edt View Favortes Tools Help
* [@Mema\ Offcs Onine Prafie Update [7} B - =

First Name: Testtestsfirstname &

Middle Initial I:l

Suffix

Date of Birth: 01/01/1950

Receive Emails From Medical Office Online ) Yesg

about New Features: CNo

Receive Email Notifications Regarding New (3 Yeg

Test Results: ON

(Note: This feature is not yet activated) g

Gr=ement SeHings (@ Show Ads Related to My Condition

(O Show Standard Ads
Copyright © 2007 Medical Office Online, Inc_ - Patents Pending

T My Computer = TRAVELDRIVE (...

Ej What the Ex

Step 9: Fill in or update the required boxes with appropriate information and when complete, click on Update.
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How a Patient Complete access to their medical record

ﬁ Medical Office Online Profile Update - Windows Internet Explorer

@‘ J = | htips:/hub2.moo-secure.com/UserProfiles. nsfFirstAccess stevepalzeditDocument ~ & |4 x]]|

File Edit View Favorites Tools Help

e 4t | () Medical Office Onine Frofie Updats ol

i‘} Medical Office Online

Back Logout Edit My Settings
External Access for Steve A Pal
NOTICE:
MEDICAL OFFICE
OMNLINE IS A s
WMONITORED If you are a patient, enter the Access KeWgiven to you and press "Access”.
PRIVATE SY STEM. P x n
MISREPRE SENTATION fdgf62398enfhf7 |
WILL BE
PROSECUTED.
Accessible Patientrecords Search
Copyright @ 2007 Medical Office Online. Inc. - Patents Pending
> = - 5
isstart € £ @ 7|2 wyComputer [ = maABDRIEF) | vedalOfie0.. | (2 MedalOffce0.. | Bl Whatthebiem. | @B 1:34A

After the patient updates their information, they should be looking at this External Access page.

Step 10: Enter the unique key obtained at your doctors’ office. It is found on the discharge paperwork and click on the

Access action button.

= Medical Office Online Profile Update - Windows Internet Explorer

@ i v @ https:/jhub2.moo-secure. com/UserProfiles. nsfFirstaccess/stevepalzeditDocument v g

File Edit View Favorites Tools Help

W 4 | Medical Office Oniine Profle Update =l

-0 & -E-06 3

¥ Medical Office Online

Back Logout Edit My Settings
External Access for Steve A Pal
NOTICE:
MEDICAL OFFICE
ONLINE IS A&
MONITORED If you are a patient, enter the Access Key given to you and press "Access”
PRIVATE SYSTEM. | " 7]
MISREPRE SENTATION L |
‘WILL BE
PROSECUTED.
Test Datbase
Copyright © 2007 Medical Office Online, Inc. - Patents Pending
7 e » 8 = [ 5 [~ T P Fiam
+4 start s ([ T My Computer TRAVELDRIVE (F) |/ Medicl Offe O/ MedicalOffice 0., | Bl WhattheBxtem... & )0 1136 A

Step 11: When completed the patient will be presented with this page which displays the Practice that has their records.

If they click on this link they will be taken to the Medical Office Online Providers’ record for themselves.
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f’r‘ MOO Patient Access Home - Windows Internet Explorer

S A https://hub2.moo-secure.com/PatientAccess. nefiMainMenu?OpenForm&PN =000000 &AN=FA0000 111 18KY =testkey v | % | || X 2|~

File Edit View Favorites Tools Help

B

| G-B &-EG6 3

0 Wednesday - 09/19/2007 *
ﬂﬁ Qutside Access Logged in as: Stevepal Leaout

WO |88 | = IMedicaI Office Online Profile ... i MOO Patient Access Home 0

Practice: ABC Practice Steve A Pal

Main
Demographics and Insurance Information

|

|
{

Appointments

A

Medical Records, Test Results & Med List

\)

C

Bill/Accounting Info

Secure Messaging

v sl

Copyright @ 2007 Medical Office Online, Inc. - Patents Pending
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How the First Member of an External Group (the Administrator) creates an External Group Identification number for
the Group

This is Part 1.

For_a non Medical Office Online Provider to create a unique External Group ldentification number automatically over the

web, please follow Steps 1 to 9 and Steps 12 through 14.

= Medical Office Online Profile Update - Windows Internet Explorer

File FEdit View Favorites Tools Help

e 4t | medical Office Gnline Profie Updste ‘ i fi- B & -E-86 3

¥ Medical Office Online

i) https:/hub 1.moo-secure .com/UserProfiles. nsf{FirstAccess Testtests ?editDocument eSS £l

Back Logout

Testtestéfirstname Pal

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM.
MISREPRESENTATION WILL BE PROSECUTED.

Click the desired link... Edit My Settings

External Groups Create a new Group

If you are a patient of Medical Office Online...
Enter the Access Key given to you and press "Access”.

:
s start & @ 7= rRaeEDRNER) [ /7 httpsi/fpros.moo-sec... (= Medical Office Oriine .. | T What the External Gr... -(/a (E)L 11:53AM

Step 12:  After completing Steps 1 to XX, if you are the first member in an External Group, you will be the default
Administrator. Click on Create a new Group.

{2 Medical Office Online Profile Update - Windows Internet Explorer

®—- @ https: b 1moo-secure. comUserProfiles.nsfiFirstAccess TesttestaeditDocument DENBIEIIE Bl
Fle Edt View Favortes Tools Help

% @ | edcal Offce Onine Pofie Ucate ‘7i G-B & B0 3
$F Vicuital UTHICE Uliine ~

Testtest@firatname Pal

- Group Creation E
NOTICE: MEDI(
MISRI - Group Creation
ttings
elds in et
Practice Name: [Bunkis Medical Group ]

—| Address [123 main | —_—

seled Ol [reovs ]
Creal  gtate/Zip: 63131 |-
23-123-1234
Create Group

—— Phone

Copyright © 2007 Mediical Office Online, Inc. - Patents Pending
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Step 13: Fill in the required information and then click the Create Group action button.
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f Medical Office Online Profile Update - Windows Internet Explorer
o .
gt 5 v | @ https: lhubt.moo-seaure. les.nsfFirsth Lment DETIENER ) |12

Fle Edt View Favortes Tools Help

52 40| edisl Offce Orine Frofle Undate = -0 8863

Testtest8firstname Pal

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM.
MISREPRESENTATION WILL BE PROSECUTED.

Click the desired link... Edit My Settings

External Groups Join an existing gup  Create a new Group

Bumpkis Medical Giup - MO - EG000010 Edit (1)fending Requests-

v

If you are a patient of Medical Office Online...
Enter the Access Key given to you and press "Access”

isstart. @ [ > = maeorrer) [/ htpssjjrosmoosec.. /5 vedical Offce Onine .. | ) What the Exteml ... k;af. 1159 AM

Step 14: You now have an External Group Identification number. This number always starts with EG.

You must call the Practice that has patient records in the Medical Office Online service. Talk to someone you know and
trust at that practice and give them the External Group Identification number.

You can do nothing more until that Medical Office Online Provider completes Part 2 which will give you access into their

database.
Part 3 is the final step when the patient in the Medical Office Online Providers’ practice signs a permit giving you
permission to view their record.
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How another member of the External Group joins the Group

To become a group member, the joining group member completes Steps 1 through 9 and Steps 10 through 18. To
become a group member, the joining group member must obtain the External Group Identification number from the

Administrator of that External Group.

@\J ~ [ hitpsy//hub2.moo-secure.comUserProfiles.nsf/FirstAccess/Testtest8ZeditDocument - & [ 4] x || Googie 2 -
File Edit View Favorites Tools Help
¥ ¢ | Medical Office Online Profile Update ] ‘ %o~ v @ v [ Page v () Tools > @+

i"’% Medical Office Online

Instructions
Back
Logout

NOTICE:
MEDICAL OFFICE
ONLINE IS A
WMONITORED
PRIVATE

¥ STEM.
MISREPRESENTATION
WILL BE

Edit My Settings

External Access for Testtest8firstname Pal

If you are a patient, enter the Access Key given to you and press "Access”.

Access

External Groups

Join an existing Group

Create a neW) Grou

Accessible Patient records

Search

Copyright © 2007 Medical Office Online, Inc. - Patents Pending
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©
ind -
eplace
elect -
ting

Step 15: When the joining group member has the External Group ldentification number, click on the Join an existing

Group

link.

{2 Medical Office Online Profile Update - Windows Internet Explorer

ST

=
@.f 3 ~ @ https:/fhub 1.moo-secure.com/UserProfies.nsffFirstAccessTesttestoPeditDocument

S8 x|

File Edit View Favorites Tools Help

w o |MEd\ﬁlDfﬁc&DnllnaPmﬁ\eupdahe ]7|
” IVICUIUAL ULLILT UHIIT

+4 start

Step 16: Enter the External Group Identification number and click on the Access action button.

Bt

-8 & 003

Testtest9 Pal

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM.

MISREPRESENTATION WILL BE PROSECUTED.

- Group Selection

Practice Selection

meup ID given to you by the admni
account on Medical Office Online and press "Access’

[EGoo0010

your Group's

—

If you are a patient of Medical Office Online...
Enter the Access Key given to you and press "Access”.

|
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E&' dical Office Online Pr¢ nternet Explorer !’

@ 3+ | hitps: o .moo-secure, comUserProfis.nsffFrsthccess TesttestSPeditDocument e I[2]-

%k @ i";Medicalofﬁceonhnepmmeu;.date }_| B0 ®-EG-0-3

}‘} Medical Office Online

Testtest9 Pal

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM.
MISREPRESENTATION WILL BE PROSECUTED.

- Group Selection

ttings

Practice Seld

| Enter your Grou,
account on Med

[EGooD010

-7

Ifyou are a patient of Medical Office Online...
Enter the Access Key given to you and press "Access”.

A o

b O
2

o S
2 =

o}
I
o

Copyright ® 2007 Medical Office Online, Inc. - Patents Pending
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Step 17: Click OK in the pop up window.

On completion of this step a request has been sent to the Administrator of your group asking them to grant you access

to your group. You will receive an email confirming the request was made.

You can do nothing more until that External Group Administrator completes their task of granting you access.
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For the Administrator to grant a group member access

{Z Web based online application that integrates electronic medical records, medical billing softwa - Windows Internet Explorer

v.medicalofficeontine.com/ | [*2] | X
File Edt View Faverites Tools Help

UF 4 | g web based online application that integrates electroni...

$¥ Medical Office Online

System Info| Service & Support| Partners| Company In

Site Map | Contact | Request Info

TESTSEDRIVE

Search

Web Based
Practice Management
&

Electronic Medical

Records

Medical Office Online System Test Drive "

= _ : : 489.908 Medical
Medical Office Online offers the The Medical Office Online Test Drive allows 3 records online
paperless medical office. Easy to set up, you to try out the system before you sign
easy to learn, Medical Office Cnline is a up.
HIPAA compliant, web/browser based 2 Test Drive The System Medical Office Online
application that integrates medical The Medical Office Online Test Web Based EMR/AR/Scheduler
scheduling software, electronic medical Drive allows you to try out the : :
records (EMR) and medical billing software. ey (o ey e Only 7& 7 9 provider/month
We call it Total Practice Management™. MNew Practice Pricing Available
The Medical Office Online application and Features
hosting service is available wia the Internet Subscribe Now

for only 275 per Provider per month. Medical Office Online is the most complete
Web based system available.

Mew Practice Pricing Available cCall us at:
e o 866-995-9889
2 Si hots of Our All-In-O S
A Proven Soktion creenshots of Our All-In-One Service i
+ Electronic Medical Records
“This program gives me the il : 314-995-9889
to work when I want, and play when T e to schedule a visit to a real Medical Office

Online practice via s Web Conferance

want. The online ability is great. I
love this program!™

Images/Attachments
Reporting Functions

Form Letters Benefits
BT HMarshallibLD. Charge Capture The Medical Office Online Advantage
Medical Billing « Web based
Read More Tectimonials Flactronic Claims Filina £ s o

= rﬁl Document1 -Microsof... /2 Web based onine ap.. ‘J@ M)kl 9:51aM

Step 18: Go to the Medical Office Online Public Web site home page (www.medicalofficeonline.com) and click on

Sign In.

& https://hub1.moo-secure.com/moo/intranet.nsf/HomeForm?OpenForm&Seq=3 - Windows Internet Explorer

@ https: f/hub.moo-secure.co fomeForm?OpenFormaseg=. M B[ X R

File Edit View Favorites Tools Help

w & :hMS:/jhuh1.mnnsamre‘mm/mnuﬁnwanetnsf/Hnm‘.‘ ":l\ A | MmO

¢ Medical Office Online
Please identify yourself

User name: | Testtest8

Password: eesssssse

Step 19: Please Sign In with your unique Medical Office Online username and password.
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File Edit View Favorites Tools Help

%% 4 | Medical Office Online Profile Update

Editing

¥ Medical Office Online

Back Logout Edit My Settings
External Access for Testtest8firsthame Pal

NOTICE:

Ifyou are a patient, enter the Access Key given to you and press "Access”™.

SYSTEM
MISREPRESENTATION Access

WiLL BE
PROSECUTED.

External Groups

Bumpkis Medical Group - MO -

Accessible Patient records

Pal, Steve $SN:123-12-1234 DOB:01/01/53 (John B. Costello, M.D.)

Copyright © 2007 Medical Office Online, Inc. - Patents Pending

= Medical Office Online Profile Update - Windows Internet Explorer

@._ + @ nttps:/hub2.moo-secure. com/UserPrafiles. nsf RequestView apenform3EGID=EG000010 EEE [[2]-

File Edt vView Favorites Tools Help

W |Mad\m\Dfﬁc&ﬂnhnerﬁ\eUpdatE }_| BB &R O e 3

3# Medical Office Online

Logout

Pending Requests for Bumpkis Medical Group

NOTICE: MEDICAL OFFICE OMLINE IS A MONITORED PRIVATE SYSTEM. MISREPRESENTATION WILL
BE PROSECUTED.

[¥] Testtestd Pal (Testtestd) - Testtestd@aol com

 rccovi J ooct|

Copyrigl Pine. Inc. - Patents Pending

start e -m

| = TRAVELDRIVE (F) sec. T What the External Gr...  /~

Step 21: Review the requests and then check the requests that are to be allowed. Click the Accept action button to
approve the request or the Reject action button to not accept the request.
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{2 Medical Office Online Profile Update - Windows Internet Explorer
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File Edit Wiew Favorites Tools Help

% ¢ | Medical Offics Online Profile Update |

G-80 & 86 3

¥ Medical Office Online

Logout

Pending Requests for Bumpkis Medical Group

MOTICE: MEDICAL OFFICE OMLINE IS A MONITORED PRIVATE SYSTEM. MISREPRESENTATION WILL
BE PROSECUTED.

Pending Requests

Copyright © 2007 Medical Office Online, Inc. - Patents Pending

74 Start € @ 7| = mamDREF) [ /2 https:/fpro5.moo-sec.

.
| B What the External Gr.. /= Medical Office Orline ... ‘Ijﬁ (E)x 4:39pM

Step 22: The subsequent screen displays no further requests. Click on the Done action button.

On completion of this step an email notification will be sent to yourself, the Administrator, and to the person requesting
access that you have approved or denied access their access to your group.

There is nothing more for you to do. The new member can now log in for access to your group.
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For the Administrator to add or remove another Administrator

{Z Web based online application that integrates electronic medical records, medical billing softwa - Windows Internet Explorer

v.medicalofficeontine.com/ | [*2] | X
File Edt View Faverites Tools Help

UF 4 | g web based online application that integrates electroni...

$¥ Medical Office Online

System Info| Service & Support] Partners| Company Info|  SignIn Search
= 3 0

Web Based
Practice Management
&

Site Map | Contact | Request Info

TESTSEDRIVE

Electronic Medical

Records

Medical Office Online System Test Drive "
o : : . 489 908 Medical

edical Office Online offers the The Medical Office Online Test Drive allows 3 records online
paperless medical office. Easy to set up, you to try out the system before you sign
easy to learn, Medical Office Cnline is a up.
HIPAA compliant, web/browser based 2 Test Drive The System Medical Office Online
application that integrates medical The Medical Office Online Test Web Based EMR/AR/Scheduler
scheduling software, electronic medical Drive allows you to try out the only 527 5 jprovider/month
records (EMR) and medical billing software. system before you sign up.
We call it Total Practice Management™. MNew Practice Pricing Available
The Medical Office Online application and Features
hosting service is available via the Internet Subscribe Now
for only 275 per Provider per month. Medical Office Online is the most complete S
(MNew Practice Pricing Available] Weh hasad systangavaiabla; et
A Proven Solution Screenshots of Our All-In-One Service 555'99::"9859
il * Electronic Medical Records 314.995.0889

This program gives me the Medical i
to work when I want, and play when T A to schedule a visit to a real Medical Office

Online practice via s Web Conferance

want. The online ability is great. I
love this program!™

Images/Attachments
Reporting Functions

Form Letters Benefits
BT HMarshallibLD. Charge Capture The Medical Office Online Advantage
Medical Billing « Web based
Read More Tectimonials Flactronic Claims Filina £ s o
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Step 23: Go to the Medical Office Online Public Web site home page (www.medicalofficeonline.com) and click on Sign

In.

& https://hub1.moo-secure.com/moo/intranet.nsf/HomeForm?OpenForm&Seq=3 - Windows Internet Explorer

@ https: f/hub.moo-secure.co fomeForm?OpenFormaseg=. M B[ X R

File Edit View Favorites Tools Help

w & :hMS:/jhuh1.mnnsamre‘mm/mnuﬁnwanetnsf/Hnm‘.‘ ":l\ A | R T Al

¢ Medical Office Online
Please identify yourself

User name: | Testtest8

Password: eesssssse

Step 24: Please Sign In with your unique Medical Office Online username and password.
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Edit My Settings
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NOTICE:
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ONLINE I5 A

WMONITORED If you are a patient, enter the Access Key given to you and press "Access”.
PRIVATE SYSTEM ]

WMISREPRE SENTATION I /.cCesS

WILL BE
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External Groups Create a new Group

Bumpkis Medical Group - MO - EG00001 ending Requests

Accessible Patient records

Pal, Steve SSN:123-12-1234 DOB:01/01/53 (John B. Costello, M.D.)

Copyright @ 2007 Medical Office Online, Inc. - Patents Pending
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Step 25: From your External Access Page click on the Edit link.

= Medical Office Online Profile Update - Windows Internet Explorer
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File Edit View
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¥ Medical Office Online

Greetings Bumpkis Medical Group

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM. MISREPRESENTATION WILL
BE PROSECUTED.

ields in red
The required information is being collected to verify your identity and allow you access to confidential infarmation.
Please fill the information out accurately and completely
Group Information

Name: Bumpkis Medical Group

200010

esttest8firstname Pal
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Remove Group Member...

Address

e /S M 7 | = TRAVELDRIVE (F) [ /7 https:ffpros.moosec... | T What the External Gr...

£~ Medical Office Oriine ...

Step 26: To add or remove an Administrator click the Add Group Administrator action button.
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Group ID: [ Testtests Pal
[ BobK Testa
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Greetings Bumpkis Medical Group

NOTICE: MEDICAL OFFICE ONLINE IS A MONITORED PRIVATE SYSTEM. MISREPRESENTATION WILL
BE PROSECUTED.

Required Fieids in red
The required information is being collected to verify your identity and allow you access to confidential information
Please fill the out and £

Group Information

Bumpkis Medical Group

EG000010

Add Group Administrator...
Demote Group Administrator...

Testtest9 Pal

Remove Group Member.... BobK Testa

Address

City

Other Information

T What the External Gr. 7= Medical Office Onli..

= Medical Office Onli.

Step 28: To demote an Administrator, click on the Demote Group Administrator action button and do the same.
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For the Administrator to remove a group members’ access
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Electronic Medical

Records

Medical Office Online System Test Drive "
o : : . 489 908 Medical

edical Office Online offers the The Medical Office Online Test Drive allows 3 records online
paperless medical office. Easy to set up, you to try out the system before you sign
easy to learn, Medical Office Cnline is a up.
HIPAA compliant, web/browser based 2 Test Drive The System Medical Office Online
application that integrates medical The Medical Office Online Test Web Based EMR/AR/Scheduler
scheduling software, electronic medical Drive allows you to try out the only 527 5 jprovider/month
records (EMR) and medical billing software. system before you sign up.
We call it Total Practice Management™. MNew Practice Pricing Available
The Medical Office Online application and Features
hosting service is available via the Internet Subscribe Now
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Step 29: Go to the Medical Office Online Public Web site home page (www.medicalofficeonline.com) and click on Sign

In.

& https://hub1.moo-secure.com/moo/intranet.nsf/HomeForm?OpenForm&Seq=3 - Windows Internet Explorer

@ https: f/hub.moo-secure.co fomeForm?OpenFormaseg=. M B[ X R

File Edit View Favorites Tools Help

w & :hMS:/jhuh1.mnnsamre‘mm/mnuﬁnwanetnsf/Hnm‘.‘ ":l\ A | R T Al

¢ Medical Office Online
Please identify yourself

User name: | Testtest8

Password: eesssssse

Step 30: Please Sign In with your unique Medical Office Online username and password.
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Step 32: Click on the Remove Group Member action button.
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Step 33: Click the appropriate check box and click Update. Then click and close the window.
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This is what an External group member will be able to access in a Medical Office Online patient record.
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The process of giving External Groups access to a patient’s record inside a Medical Office Online Providers database
takes two more steps.

Part 2 — The Medical Office Online Provider gives an External Group permission to view records in their database and
Part 3 — The patient needs to sign a permit allowing the External group to view their particular record.

Part 2 and Part 3 are the bipermission steps.

Thank you for joining the Medical Office Online universe of better healthcare for your patients!
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